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Nowadays, an IP address anonymization is an important technique for network analysis and 

Internet research. The method of anonymization is the changing of original IP address to 
anonymized IP address to keep the private information of users in network and to prevent 
suitable a disclosure and violation of user privacy. The well-known anonymization techniques 
are TCPdpriv [1], Crypto-PAn [2], Multiple Access Level [3], and TSA [4]; however, they are 
unsuitable for network analysis functions. The current techniques anonymize all 32 bits of IP 
address unnecessarily. In fact, we can anonymize the necessary bits or parts of IP address for 
different privacy levels. In this paper, we propose 5 privacy levels for anonymization scheme. 
The first level is non-anonymization; all 32 bits of IP address are not anonymized. The second 
level is n-left anonymization; only n bits of IP address from network part are anonymized. The 
third level is n-right anonymization; only n bits of IP address from host part are anonymized. 
The fourth level is full anonymization; all 32 bits of IP address, which consist of host and 
network parts, are anonymized. The last level is randomly full anonymization; all 32 bits of IP 
address are randomized before being anonymized. We apply these privacy levels to prefix-
preserving IP address anonymization, the technique which can preserve network relationship 
among the same network group from original IP addresses. Our anonymization scheme is 
applicable to an administrator who analyzes packet data. The scheme benefits any organizations 
in exchanging network data, and also appropriates for packet tracers and sniffers. 
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